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PeteFinnigan.com Limited

» Founded February 2003

e CEO Pete Finnigan

» Clients UK, States, Europe

« Specialists in researching and securing Oracle
databases providing consultancy and training

« http://www.petefinnigan.com

« Author of Oracle security step-by-step

» Published many papers, regular speaker (UK,
USA, Slovenia, Norway, Iceland, Finland,
Germany and more)

* Member of the Oak Table Network
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e Part 1 - Background
— Oracle security information
— How databases can be breached
—Tools used to audit a database
e Part 2 - Detailed investigations
— User details and tips
— Credit Cards — Data access
— Operating system access
e Part 3 — Wrapping Up
— Conclusions
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* | have taught masterclass’s at various events for the last
three years

— [Year 1] - Overview of everything in Oracle security

— [Year 2] - Overview of everything needed to perform
an Oracle database security audit

* In this new masterclass | want to do something different

— | want to cover some background “glue” but | also
want to delve into around 4 / 5 specific areas and look
in more depth.

— The focus is “how easy it is to steal” [2 examples]
and “how easy it is to not secure properly” [3
examples]

— And; we are going to try quite a few demos!
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« What do | want to achieve today
— I want you to “grasp” some of the basic ideas behind
securing an Oracle database — | will say what they
are at the end BUT see if you can pick them up
« Anyone can perform a security audit of an
Oracle database BUT we should get the ground
rules right and really understand why to secure
and how to secure

» Ask questions any time you would like to

» Try out some of the tools and techniques
yourself later on or now if you have a local
Oracle database on a laptop
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» Securely configuring an existing Oracle
database?

» Designing a secure Oracle database system
before implementation?

» Using some of the key security features

— Audit facilities, encryption functions, RBAC, FGA,
VPD...

« Oracle security is about all of these BUT

— Itis about securely storing critical / valuable data
in an Oracle database. In other words its about
securing DATA not securing the software!
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« Internal attacks are shown to exceed external attacks in many
recent surveys, Delloite surveys the top 100 finance institutes

» The reality is likely to be worse as surveys do not capture all details
or all companies

» With Oracle databases external attacks are harder and are likely to
involve
— application injection or
— Buffer Overflow or
— Protocol attacks

« Internal attacks could use any method for exploitation. The issues
are why:
— True hackers gain access logically or physically
— Power users have too many privileges
— Development staff, DBA’s
— Internal staff have access already!!
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» The target is often data not the DBA role

» The exploits we are going to see first work
but stealing data is much more “real”

* Its easy, not rocket science, no skill

» Real theft does not require complex
techniques either

» What do you think happens in real life?
— Exploits can be downloaded for free!

— Stealing is easy because systems are open
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hich is granted to =
anted to =>

granted to =>

d to >

= YES)
NO> uhich is granted to =>

1 ie granted to - Importer will work
o
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SQL> connect impo
Connected.
SQL> Bcheck

USERNAME SESS SCHEM
IMPORTER II‘IFOEEEi IHPORTERii ;HPORTERii IH;’ORTE]{
1 row selected.
SQL> select = from r_role_privs;
USERNAME ~ GRANTED_ROLE ADM DEF 0%

IMPORTER  IMP_FULL_DATABASE

1 rouw selected.
SQL> select * from us

no rous selected

[ERROR at line 1:
[ORA-@A?42: table or view does not exist

SQL>
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PL/SQL procedure succe: ully completed.
SQLY> Bcheck
USER USERNAME  CURR SCHEM

svs sYS s¥s — -
Privilege escalation

Data access issues
_ P ll Downloadable from the net
5CG?AF4FBC16786C7

SQL> select name.p.
2" where rounun<3;

SQL> grant dba to importer;

Grant succeeded.
SQL> connect importersimport@orcl

Connected.
SQL> select » from user_role_)

IMPORTER  IMP_FULL_DATABASE NO YES NO
SQL>
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* We are now going to demonstrate a much
more realistic case of simple data theft

 This is more realistic because real
systems audited by us allow this to
happen — indeed we know theft using
techniques like this has happened
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« Hacking an Oracle database to “steal”
« 15 minutes demonstration
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« Demo of connecting to the database via
MS Excel

* Most sites include standard builds allowing
thisway in ===

[Coreit ol f o statemerts sucosed
[Use Oracle NLS setings
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Create a new sheet, Add a
button, Add simple code

(Thanks Marcel-Jan -
http://www.marcel-

jan.nl/oracle/tips/oracle_tip_vb
a.html and run
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The simple import data wizard
can also be used to get data
from Oracle with no code
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» Exploits are easy to download

— Exploit code from sites like
http://www.milwOrm.com

— Or from papers such as
http://blog.tanelpoder.com/2007/11/10/oracle-
security-all-your-dbas-are-sysdbas-and-can-
have-full-os-access/ - our example

« No real skill is needed (the code exists —
your users do not need to write or
understand it — or know Oracle)

¢ Insider threat
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* Access is available to the database

< Credentials are guessable

« Default accounts have access to critical
data

« Critical data is easy to find
» Poor, weak encryption and protection used

 This is reality, this is what Oracle database
security REALLY looks like!!
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* You have to think like a hacker and be
suspicious

» Realise the ease with which data can be stolen

» Downloaded exploits are a real issue

» Breach 3 emphasises the need to block
connections to the database not developer tools
such as SQL*Plus or TOAD

» Key basic issues are a problem in real life

» The threat is to all data not “grant DBA to scott”
as often shown at conferences in examples
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» This is the number 1 Oracle security issue for
me

« A database can only be accessed if you have
three pieces of information
— The IP Address or hostname
— The Service name / SID of the database
— Avalid username / password

« A database can only be accessed at the
TNS level if there is a direct route from the
user (authorised or not) and the database

11gR1 has broken this with the default sid/service
name feature
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» At lots of sites we audit we see:

—Tnsnames.ora deployed to all servers
and desktops

—Tnsnames.ora with details of every
database

—access to servers is open (no IP
blocking)

—Guessable SID/Service name
—Weak passwords
e Do not do any of these at your sites!
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* Incorrect versions and products installed

« Unnecessary functions and features installed

» Excessive users / schemas installed

« Elevated privileges for most database accounts
» Default and insecure configurations

 Lack of audit trails in the database

» Data often held outside the database

» Evidence of ad-hoc maintenance
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« Default database installations cause some weak
configurations
¢ Review all

— configuration parameters — checklists?

— File permissions
* Some examples

— No audit configuration by default (fixed in 10gR2 for new

installs)

— No password management (fixed in 10gR2 new installs)
* In your own applications and support accounts

— Do not use default accounts

— Do not use default roles including DBA

— Do not use default passwords

21/05/2009 Copyright (c) 2008, 2009, 23
PeteFinnigan.com Limited

» Basic information must be to hand for
familiarisation rather than actual use

* Vulnerabilities and exploits:
—SecurityFocus — www.securityfocus.com

—MilwOrm — www.milwOrm.com
—PacketStorm — www.packetstorm.org
—FrSirt — www.frsirt.com

—NIST - http://nvd.nist.qgov

—CERT - www.kb.cert.org/vulns
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* Some background information we do use!
* There are a few standalone tools available

« | would start with manual queries and
toolkit of simple scripts such as:
—www.petefinnigan.com/find_all privs.sql
— www.petefinnigan.com/who _has_priv.sqgl
—www.petefinnigan.com/who_can_access.sdql
— www.petefinnigan.com/who_has_role.sqgl
— www.petefinnigan.com/check parameter.sql
» Hand code simple queries as well
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* There are a number of good checklists to define what to
check:

« CIS Benchmark -
http://www.cisecurity.org/bench oracle.html

¢ SANSS.C.O.R.E-
http://www.sans.org/score/oraclechecklist.php

« Oracle’s own checklist -
http://www.oracle.com/technology/deploy/security/pdf/tw
p_security checklist db database 20071108.pdf

* DoD STIG - http://iase.disa.mil/stigs/stig/database-stig-
v8rl.zip

« Oracle Database security, audit and control features —
ISBN 1-893209-58-X
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« We are going to demonstrate the 5 scripts
« Assess access to key data

» Assess who has key system privileges

» Assess who has roles

< Assess all the privileges assigned to a
user

 Assess parameter settings
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who_can_acc Release 1.9.3.8.8 — Production on Ued Nou 26 16:35:02 2080
[Copyright PeteFinnigan.com Limited. All rights reseruve:

OF OBJECT TO CHECK [USER_OBJECTS1: USERS
TUSER]: g¥s

Demo

USER To SKIP

Checking ohject

Checklists can be used
2l Concentrate on key data, services, OS access

http://www.petefinnigan.com/who_can_access.sql g
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_ha lease 1.8.3.0.8 - Production on Wed Nov 26 H
Cnpvl 1S{l|t (c) 23'4 PeteFinnigan.com Limited. All rights reserved.

[ROLE TO CHECK [DBA1: DBA

OUTPUT HETHOD Screen/Fils r m
FILE NAHE FOR OUTPUT Ipriv.

D
OUTPUT DIRECTORY [DIRECTORY or file { tmp
[EXCLUDE CERTR]N USERS L
USER TO § [TEST>

Investigating Role ! 0> vhich

)
SYSTEM (ﬁl)l“ = YES)
RPPROLE (RDH

NO>
S0sTEN caDh = vES>

PL/SQL procedure successfully completed.

For updates please uisit httpi//uwu.petefinn

5QL>
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check_parameter: Release 1.8.2.8.8 - Production on Wed Nouv 26 16 45:23 2008
Copyright (c)> 2004 PeteFinnigan.conm Limited. All rights reserved

[PARAMETER 'l'0 GHECK [utl_file_dirl: os_authent_prefix
CT Un [null
ETH()D Scleen/l-'lle 8

M
E NAME FOR OUTPUT [priv.ls I i i
OUTPUT DIRECTORY [DIRECIORY or file {/tmp> Use the checklists to Identlfy
| i what to check

_puthent_pref ix | This parameter setting is not

ideal for instance
l)efault DEFnIJl.T UALUE
n modifiable
medifiable = FRLSE
d : FALSE
FALSE
prefix for auto-logen accouw

PL/SQL procedur 111y conpleted.
For updates please v http: /. petef innigan.con/tools . htn
SQL>
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IDOW S\system32\cmd exe - salplus system/oracle 1 _1of x|

f ind_all_p» Release 1.8.7.8.8 — Production on Wed Nov 26 16:51:23 2088

Copyright Cc> 14 PeteFinnigan.com Limited. All rights reserved.

[NAME OF USER TO GHECK [ORCL1: ORABLOG
[OUTPUT METHOD S:laen/l")le L

FILE NAME FOR [priv.1s Demo
OUTFUT DIRECTONY EDIRECTORY or £i18 {rtmp!

§95 PRIV => CREATE SESSION grantable

RESOURCE ta

S¥5 PRIV CLUSTER grantable => NO
INDERTYPE grantable => NO
OPERATOR grantable => NO'
PROCEDURE grantahle => NO

E SEQUENCE grantable => NO
ABLE grantahle

Use the checklists to identify
what to check

SYS = ant al
S¥S PRIV => UNLIMITED TﬂBLESPRCE !{lantahle =
TABLE PRIV EXECUTE ohject => SYS.DBMS CR\’P'[U grantahle => NO

[PL/SQL procedure successfully completed. Use to check users and roles

[For updates please visit http://wm.petefinnigan.comn/tools.htn
SQL>

Users should not have
system privileges

21/05/2009
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« Part 2 of this masterclass * These three areas are going to be shown
 We are going to delve into three areas of in more depth as examples of “what to
in-depth analysis of an Oracle database look for
e The three areas are: * | want to show you the similarities in alll
— User analysis three areas )
— Access to key data — Credit cards example * | want to emphasise
— Access to services — Operating system files — Depth
— The focus on data
— The focus on solution
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* Four types of checks
— Password=username

For this example run

— Password=default password i INFO: Number o_fcrack attempts = [61791]
— Password=dictionary word A D e )
— Password is too short
» Default check tools or password cracker?
* Password cracker
— http://www.petefinnigan.com/oracle password cracker.ht
m
— http://soonerorlater.hu/index.khtml?article id=513
— http://www.red-database-
security.com/software/checkpwd.html
— http://www.toolcrypt.org/tools/orabf/orabf-v0.7.6.zip

53 out of 60 accounts cracked in 4.3
seconds

We are not trying to break in BUT trying to
assess the real security level”

> | |_cracker.htm |

21/05/2009 Copyright (c) 2008, 2009, 35

21/05/2009 Copyright (c) 2008, 2009, 36
PeteFinnigan.com Limited PeteFinnigan.com Limited




-2>woraauthhf -p 11g_test2.txt -t 1ig[|

CeSSOpnin?

Number of puds to chedk: 6Bd66176
Number of pwds to chéck by thread: 30233088
as file: 11g. t2.txt, charset: alphanum, maximum length: 5, type: 11giM@g]

End: 38233088

39233888 En/l: 68466176
Password found: SCOT’ radk:0RALLG:vostok
Elpased time: 11s

01 92

Password ~ Second: 1060300
As you can see the password is found — running at over 1million

hashes per second on this laptop
Woraauthbf can also be used to crack from authentication sessions
Woraauthbf can be used in dictionary or brute force mode

Use it to supplement the PL/SQL based cracker

http://Amww.soonerorlater.hu/download/woraauthbf src 0.22.zip

http://Amwww.soonerorlater.hu/download/woraauthbf 0.22.zip
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same password

people do one job or multiple
people share passwords

« If database links exist they
i ¢ (check dump files)

the implications in terms of

(| « Shared passwords are a problem
« All privileged accounts have the

« This often implies that the same

possibly share the same passwords
R i * Assess not just what you see BUT

management and administration

21/05/2009 Copyright (c) 2008, 2009,
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Application tables
More...
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Entered “oraclel” as the
password

This is what hackers would do
The sharing of passwords
often crosses layers such as
the operating system and the
application

Again consider the higher level
issues with this such as
management, control, change,
release etc

21/05/2009 Copyright (c) 2008, 2009,
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Analyse users into 2
groups

Seek to reduce the
accounts (features)
installed as default
4l || schemas —i.e. OEM,
g || Intelligent agent, DIP,
tiggead || Samples
REIRED & Lo
rinD & Analyse accounts
. created by “you”. Assess
taggad || these in terms of what
should exist

& LockE

sfully comploted.
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Test password
management

Also ensure that a

iRamire :
R Also test current audit
E settings

Don't stop at just
collecting audit data

VALUE

81 app/or

B complexity function exists

FAILURE

21/05/2009 Copyright (c) 2008, 2009,
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 Fixing something as simple as a weak
password is not simple!

» Passwords must be cracked regularly

« Passwords must be strengthened

« Password management must be enabled
» Password hashes must be secured

« Throttling enabled

+ Audit must be enabled for connections
(don't forget sysdba)
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* Accounts in the database installed as
defaults must be reduced

« All accounts must be analysed to assess
that they conform to the “least privilege
principal”

« All accounts must be used for one purpose

« All accounts must be linked to a person or
business owner (person as well)

« Jobs that require storage of passwords
must be secured (to not store)
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« We are going to investigate in depth the
issues around our credit card table seen
earlier

* Remember we were able to
— Find the table
— Read the table
— Decrypt the PAN easily

« Even these issues are only the “tip of the
iceberg” though!

* Lets dig deeper
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INDOW Shsystem32\cmd. exe - sqiplus system/oracle1@orcl

who_can_access: Release 1.8.3.8.@ - Production on Fri Nov 28 16:25:13 2608 [<]
Copyright ¢c> 2084 PeteFinnigan.com Limited. All rights reserved.

NAME OF OBJECT TO CHECK [USER_OBJECTS1: CREDIT_CARD
OUNER OF THE OBJECT TO CHECK [USER]: ORABLOG
OUTPUT METHOD Screen/File [81:
FILE NAME FOR OUTPUT [priv.1st]:

This problem is often

INI: seen. The developers
USER TO SKIP [TESTx1: think that everyone
Checking object => ORABLOG.CREDIT_CARD accesses the data via
= i their application.

Object type is => TABLE CTAB>
Privilege => SELECT is granted to =>
Role => PUBLIC <ADM = NO)

The encrypted data
could be stolen and
PL/SQL procedure successfully conpleted. cracked off line

Or decrypted on-line by
any user

For updates please visit http://uwwu.petefinnigan.con/tg

SQL>
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ll Test who can access the credit
card crypto package

Again the same problem applies;
there is a belief that no one will
M run this directly!

<’DBNS_OBFUSCATION_TOOLKIT” ,’ DBMS_CRYPTO’>
SYSMAN" ,* FLOWS 03000 >

OUNER

FLOVS_630808

SENONYM
PACKACE BODY

21/05/2009 Copyright (c) 2008, 2009, a7
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- salplus system/oracle1@orc!

Wow, there is not a single
777777777777777777777777777777777777777777777777 LN interface to our credit card
ORABLOG data

Each view now needs to be

checked to see which users

can access the credit card
data via these views

OWNER

ORABLOG
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4L> sclect name. Eype, ouncr
2 fron dba_dependencies
3 where referenced_nane=ORABLOG_CRYPTO' 3

[ORABLOG_CRYPTO
ICCDEG

rous selected.

NAME TYPE OWNER

PACKAGE BODY ORABLOG
FUNCTION ORABLOG
FUNCTION ORABLOG

- Production on Fri

[USER_OBJECTS 1
LUSER] gnm.oc
o R [priv.1st]
OUTPUT DIRECTORY [DIRECTORY or £ilo </imps]
N USERS
SER T

granted to =

21/05/2009 Copyright (c) 2008, 2009,
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i Relea: 0 16:58:
5084 PeteFinnigan con Linited. A1L rights reserved.

Follow the same
process as above

Test who can access
the functions found

49

There are a number of issues here

> geloct ouner-tablenans fron dba.tables
here table nane 1ike %CREDIT/

B The data is copied — we can check by

looking at IMPORTER.PAN

The data is again duplicated in the
recycle bin — this needs to be handled

§§5535322%7253“22§§“3§26 Each table found has to be checked

for hierarchy and access

bt If we could not find simply as here we
0/ rNe ing0NB AAAHC
HlNSSFZJqS]tuh?guﬁﬂ/ﬁnﬁHt would need to sample data
BINSSFINREOKEpjoans nank

SFZ3 20 RAcAbganE, ORI 7
mNsstuh/palyfgann/nnau
BINSSFZYZ1EXUUngans /nal
BINESEEEnanaaaann AaAL
CREDIT Caid

21/05/2009

Copyright (c) 2008, 2009, 50
PeteFinnigan.com Limited

Sweeping privileges are still
dangerous for our data —
o7_dictionary_accessibility
prevents some hacks but
does not stop sweeping
data access

Remember there are other
UPDATE, DELETE...
Remember other privileges
still that would allow data

theft; TRIGGERS,
EXECUTE PROCEDURE...

privileges; INSERT, L Bolo > dararune

> uhioh 1

uhieh 15 grancod to |

21/05/2009 Copyright (c) 2008, 2009,
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« The credit card data can be exposed via export,
list files or any other OS / client based resource

21/05/2009
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Serie Enan opancillarys uhere obj
SELECT occupar
ngue proCe

> stance? S

blog credit car
gaoRisdenral
SELECT Ihytes w ux_occupants
R RAGRENT_BASE”

71449 1

21/05/2009 Copyright (c) 2008, 2009,
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w Privileges that allow

..elg:a sq1 id,sql_text from vsqltext where upper<sql_text) like

e_on_card,.orahlog.orablog_crypto.decryptipand From ora
orablog.orablog_crypto.decrypt(pan)=" 4849

4 Seloct mame_on-card.orablog-arablog_crypto .decryptpan> Fron ora
44 blog.credit_card where orablog.orahlog_ crypto.decryptpan> like

The credit cards can also
be exposed in shared
memory and many other
places

access to dynamic data

hytes
Zid = USERENUC

WHERE oceup

53

e Securing data is not complex but we must take
care of all access paths to the data

* We must consider the hierarchy

* We must consider sweeping privileges
* We must consider data leakage

* We must consider data replication

» There is more...unfortunately...

* In summary securing specific data (“any data”)
is first about knowing where that data is and who
can access it and how it “flows through the
system”

21/05/2009
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« We are now going to investigate in depth
the issues around accessing the operating
system

* We should now be ready for “layers” and
“hierarchy” being evident in this
investigation

* We will look at the common interfaces and
common procedures
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heck_parameter: Release 1.8.2.0.0 - Production on F
Copyright (c)> 2884 PeteFinnigan.com Limited.

vi Nov
All rights reserved.
[PARAMETER TO CHECK [utl_file_di utl_file_dir
[CORRECT UALUE null
g?{:“ﬁnnEngD Screen/File Fppi 1[ s
priv.lst
UTPUT DIRECTORY [DIRECTORY or file ( /tmp> Check for usual
. ’ values, ", “7 « » s
“\", “/tmp”, oracle
/tmp directories or anything
TRING sill
#xxSPECIFIED IN INIT.ORA y
FALSE

5 " . le_dir

s Session medifiable
System modifiable : FALSE )
Modified FALSE In general this should
Ad justed FALSE L

Description utl_file accessible directories JUSSISMONIIIECNIEN

Update Comment i system wide

ualue wwxstnpess s incorrect

PL/SGL procedure successfully conpleted.

[For updates please visit http://uww.petefinnigan.com/tools.htn
SQL>
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Zapplorac lesdiag /rdbns ore Lorc Lotrace

ne /orahlog

IDR_DIR #uBl/appsoraclesdiagsrdhns sore Lrore Lrir

SUBDIR #uB1 sapp/oracle/product/11.1.8/db_1/demo/schena’or
der_entry, 2002 Sep

XMLDIR £uBl sapp/oracle /product11.1.8/db_1/demoschenaor
der_entrys

LOG_FILE_DIR ~ubl rapproraclesproduct,11.1_8sdb_1idemorschenasle
g7

DATA_FILE_DIR sapploracle/product/11.1.8/db_1/deno schena/sa
les_history/

MEDIA_DIR /uB1 app/oracles/product 11.1.8/db_1/demo/schema/pr
oduct_medias

AUDIT_DIR -

] i/
DATA_FUMP_DIR #uBi rapproraclesadminsore L/dpdunp/
ORACLE_OGH_GONFIG_DIR  ~uB1i app/oracle/product.11.1.8/db_1 /cor/state

Split the directories into two groups, those created by Oracle and those added
by the customer

Look for dangerous directories, ORABLOG, UDUMP, AUDIT_DIR [default]
look useful for a hacker
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who_can_access: Release 1.8.3.A.8 - Production on Fri Nov 28 20:37:37 2008
Copyright (c> 2084 PeteFinnigan.com Limited. All rights reserved.

NAME OF OBJECT TO CHECK [USER_OBJECTS1: ORAELOG
OWNER OF THE OBJECT TO CHECK [USER Y8
THOD Screen/File 51: §
'OR OUTPUT [priv.lst
OUTPUT DIRECTORY [DIRECTORY or file <{/tmp}
[EXCLUDE CERTAIN USERS [ " n =
USER TO SKIP [siBeAH Check all directories in the same
Checking ohject 5$YS.ORABLOG manner
Assess who can access them
Object type is => DIRECTORY (TAB» and Wh}’
h\iuﬂeg;R;) READ iﬁl sn-:g'):ad LIEOI Start with the dangerous
Sor directories
s granted to =>
a NO>
SYSTEM (ADM NO>

PL/8QL procedure successfully completed.

For updates please visit http://wuw.petefinnigan.con/teols.htn

SQL>

21/05/2009 Copyright (c) 2008, 2009, 58
PeteFinnigan.com Limited

Test all of the directories pointed at by DIRECTORY
objects and utl_file_dir for issues

Test file permissions, directory permissions

Sample file contents

Here we have world privileges and critical data
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Object tupe is -> PACKAGE <TAB) Normal recommend practice is to
Privilege -3 EXECUTE is granted 6 revoke PUBLIC execute privilege

User FLOUS_A3a .
Role -5 PUBLIC <ADM = NO> The dependency issue shows 63

PL/SQL procedure successfully completed. RAMSEYYENS dgpendlon UTL_FILE
[some not genuine —i.e. UTL_FILE
For updates please uisit http://uwu.petef body]

SGL> select owner.nanme.type
fron dba_dependencies
3 where referenced_name='UTL_FILE';

DBMS_REPCAT_MIGRATION PACKAGE
DBMS_STREAMS_MT PACKAGE
DBMS_STREAMS _SM PACKAGE
DBMS_LOGMNR_INTERNAL PACKAGE
DBMS_CMP_INT PACKAGE
UTL_FILE PACKAGE
DBMS_REGISTRY_SY§ PAGKAGE
DBMS_SCHEDULER PACKAGE

DBMS_ISCHED PACKAGE
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FomstView i

Argument Name Type

Frane Vancrarz
[FONCTZON DEVICEALLOCATE RETURNS VARGHARZ.
Argument Name Type

Lots of other packages exist
+-| that allow file system access
e e — o ceruriz | DBMS_BACKUP_RESTORE is
i g | anexample
i % s | Locating packages can be done
=21 | by checking for packages with

VARCHAR2

.| FILE in the name, or arguments

e
O — =2 - | or via dependencies of any
o B located

Resaeuns pavzcemans e
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» Java - find file access permissions

» Locate all packages that use the privileges, check
dependencies, access to those packages...

ALL FILES>>
<ALL FILES>>

ouBSYS bin/unix/run
ouBsSYS bin/uin32/ru
SYSTEM <<ALL FILES>>
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Check who can create or
drop directories

Check who can change
utl_file_dir

Check who could grant
these privileges

Check who can change,
create.. Procedures and

libraries
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» Securing access to the operating system is not
complex but as with the data analysis there are
many components, layers, hierarchy and
duplication in paths

* We must understand all interfaces to the operating
system

* We must understand all API's exposing these
interfaces

* We must understand the privileges that allow
access to the operating system

« A pattern is emerging in terms of components we
must secure in Oracle
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« Each of the three examples has
— Layers of complexity
— Multiple requirements for one area - Users
— Multiple paths to data
— Multiple copies of data

— Multiple pieces of the puzzle involved with
operating system objects

— Multiple paths to the operating system
¢ See the pattern now?
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« As an example passwords are easy to
audit but hard to fix

« As an example user privileges are hard to
audit fully and also hard to fix

* Investigating other areas? — use same
ideas and technigues to ensure complete
solutions

e Think about all components — use simple
tools
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» There are a few important lessons we must learn
to secure data held in an Oracle database

— We must secure the “data” not the software
(quite obviously we MUST secure the
software to achieve “data” security)

— We must start with the “data” not the software

—We must understand who/how/why/when
“data” could be stolen

— This may involve traditional downloadable
exploits, it may not!
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« Oracle security is not rocket science

« Oracle security is complex though
because we must consider “where” the
“data” is and “who” can access it and
“how”

« Looking for problems is often much easier
than the solutions — remember passwords

e Often there are “layers” and “duplication”
« Careful detailed work is needed
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PeteFinnigan.com Limited

Oracle Security Expertise

Any Questions?
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PeteFinnigan.com Limited

Oracle Security Expertise

Contact - Pete Finnigan

PeteFinnigan.com Limited
9 Beech Grove, Acomb
York, YO26 5LD

Phone: +44 (0) 1904 791188
Mobile: +44 (0) 7742 114223
Email: pete@petefinnigan.com
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